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Welcome to Secure File Sharing

Secure File Sharing is one application which is a part of our suite of eBusiness services called

Navigator.™ With Secure File Sharing, you can easily view and download your reports or files
online. The system will be available for you to access your reports for the Spring 2009 WESTEST 2
Assessment in July 2009.

This User Guide offers instructions and best practices for using Secure File Sharing to achieve your
goal.

Before You Begin
Make sure you have Adobe Acrobat Reader installed and can open PDF files in your web browser.

For security, best practice is to always close your browser when you have finished downloading files.
This prevents an unauthorized user from using your browser back button to access Secure File
Sharing.

Please note that you will time-out after 20 minutes of inactivity.

Contacting the WESTEST 2 Help Desk
For help, please contact CTB’s WESTEST 2 Help Desk during the following hours:

Monday through Friday, 7:00 AM to 5:00 PM, Pacific Standard Time

For help by... Contact...
Phone 800-282-6259
Fax 800-282-0266
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Getting Started

You can access Secure File Sharing in July 2009 (date to be announced).

During this time, you can view and download your 2009 Reports.

Connecting to Secure File Sharing
1.
2.
3.

Use your browser to navigate to http://www.ctb.com/.
Enter your username and password to enter the Navigator system.

Click on the Download WESTEST 2 Report Files link under the Secure File Sharing
heading.

While there is no special software required to run Secure File Sharing, the first time you
access the system you will be prompted to install the Java plug-in.

Security Warning fgl

Do you want to install and run "J25E Rurtime
Environment 5.0 Update 3" signed on 10/12/2006 2:52
AM and distributed by

Sun Microsystems, Inc

Publisher authenticity verfied by VeriSign Class 3 Code
Signing 2004 CA

Click “Yes”

Caution: Sun Microsystems, Inc. asserts this content is
safe. You should only install/view this Zontert i you trust

5un Mic Inc. to make tf d

[ Aways trust conterpAfom Sun Microsysteme, Inc.

[ Yes I [ No ] [ Mare Info
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i J2SE Runtime Environment 5.0 Update 9 - License

License Agreement

Please read the following license agreement carefully.

Sun Microsystems, Inc. Binary Code License Ag

IME ENVIRONMENT 5.0 1 SeIeCt “Typical Setu p"

SUN MICROSYSTENMS, INC. ("SUN") IS, ING TO LICENSE THE SOFTVWARE IDENTIFIED

BELOW TO ¥OU ONLY UPON TH NDITION THAT ¥OU ACCEPT ALL OF THE TERMS
CONTAINED IN THIS BINARY20ODE LICENSE AGREEMENT AND SUPPLEMENTAL LICENSE

TERMS (COLLECTIVE| GREEMENT"). PLEASE READ THE AGREEMENT CAREFULLY. BY
DOWNLOADING NSTALLING THIS SOFTWARE, *0U ACCEPT THE TERWS OF THE
|AGREEMENZMDICATE ACCEPTANCE BY SELECTING THE "ACCEPT” BUTTON AT THE
BOTTOMOF THE AGREEMENT. IF v¥OU ARE NOT WILLING TO BE BOUND BY ALL THE TERMS, |+,

for the JAVA 2 PLATFORM STANDARD EDTION

Click “Accept”

(%) Typical setup - All recommended features will be installed.

() Custom setup - Specify the features to install. For advanced users.

[ Dedine " Accept >

i J2SE Runtime Environment 5.0 Update 9 - Complete |E|

Installation Completed

The Install Wizard has successfully installed J25E Runtime
Environment 5.0 Update 9. Click Finish to exit the wizard.

When installation is
complete, click “Finish”

Confirm the “Always trust
content from this publisher”
box is checked

Kame: SFTPApplet

Publisher:

1
Blways brust content from this publisher ;
H i@ ”
Click “Run
The digital signature has been validated by a trusted source,
More Informatian...
select |descrinfion filename si7Te unload date

Your file sharing home page will appear and you are now ready to share files with Secure File
Sharing.
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Downloading Files

The Secure File Sharing home page has two main components: an account hierarchy; and the Files
Uploaded table(s), which shows the files available to you for downloading. The file tables are
categorized by administration for ease of use.

* Secure File Sharing
FAQ

¥ My Sites Sample Program Account - Primary Organization/Sample District #1
4 Sample Program Welcome to Secure File Sharing for the Sample Program Account
Account - Primary
Organization The files on this page are either POF documents or General Reference Tape (GRT) data files containing
district-specific program information. If there are questions or concerns regarding the contents of the
. Bhagabati High School files, please contact your CTB Scoring Department representative. |
o -

“our files are listed below. Please click on the filename to view or download your files. Click the ™+ Account hlerarChy

next to the additional administration names below the table to expand and view additional files.

Files Uploaded table

Spring 2009 Files - Sample[Active]

date

w i size e delete URI
o [0 description filename: (KB avaﬁible date b &
¥
08-31-
- 03-20-
> = [] ZcheelSample ono0l sample File.doc 24 2008 )
File 1200 Am 1200
Alpha jump: -
Spring 09 03-19- 03-31-
Page 10f 2 Previous Next ] |Samee Sample 09spring district 0001 rms reports pdf 22192 2009 2oig
Program 12:00 AR 200
District PDFs : AN
03-31-
03-19-
O qu‘r USEr \sO0FT User Guide Template-Customer doc 1649 2009 fg?uun
uiae 1200 AM T
AN
|
Fall 2008 Files - Sample & [Active] Administration Headers

First, let’s look at the features of the Files Uploaded table in more detail. The Files Uploaded table
includes columns for file description, file name, file size (in KB), the date each file was uploaded, the
date the file will be deleted and a URL column that could be associated with a particular file. An
example of having a URL associated with a file would be having a website link to a survey
application that would need to be filled out after viewing a file.

To view and download files from previous administrations select the administration header and click
“+” to expand the table.

To download a file,

e Click on the filename, or click on the check box next to the file(s) you wish to download,
then click “Download”. You can download more than one file at a time. If you would like
to download all files, click the download box next to “description” at the top of the Files
Uploaded table.

e Browse to the location on your hard drive where you would like to save the document

e C(lick “Save.”




Files Uplo

Spring 2009 Files - Sample[Active]

DOWNLOAD CANCEL DOWNLOAD

P Sl1Ze
description filename __H(BI
Spring 09
e Sample 08spring district 0001 rms reports.pdf 22152
Program
District PDFs

[#] Asamplefie  SSLSocketClentiihClientauth java s
ey CTB CalculateShipping.iava 3
sample file
SOFTUSEr  |S0FT User Guide Template-Customer doc 1649

Fall 2008 Files - Sample o [Active]

DOWHNLOAD CANCEL DOWNLOAD

o description filename % date available &
Sample District Sample District 03-18-200% 12:00
O 2
file file.doc AN

DOWHNLOAD CANCEL DOWNLDAD
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date

i 2225 %

0319 9331-

o
1200 AN 5
031ge 1321
2009
2009 P
1200 AN 5
p3ig. 0320
2009
2009 P
1Z00AN %
i 0331
2010
2009 200
1Z00AN 5
delete date ¢

5-31-2009 12:00

AN

URL
I

Files available for
download
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Please choose a location:

Savein: |@' Desktop ﬂ EF -

2 @My Documents
3 :J My Computer
My Recent &My Network Places
Documents W | ~80OFT User Guide Template-Customer.doc |
Fl_' B 150FT User Guide - Internal_v2.doc Navigate to the location
B150FT User Guide Template-Customer.doc on your computer yOU’d
Desktop E)My Documents

like to save your file and

click “Save”

My Metwork  File name: Sample Program District POFs zip j Save |
Places
Save as type: |A]I Files (=) ﬂ Cancel

A message similar to the one below will appear indicating the file transfer status. If the file you are
downloading is very small, this message will only be displayed momentarily.

Transferring.. .
CiADocuments and Settings\Jennifer_Rodriguez\My DocumentsiTest User Guide

Template-Customer.doc: 10%

Best Practice: Do not close your browser or navigate to another site while file transfer (upload or
download) is in process, or your connection will be lost.

When the document has finished downloading, you will be taken to a confirmation screen with an
‘OK’ button to return to the Secure File Sharing home page. You can minimize or close your
browser and navigate to the location on your computer where you saved the file to open and view it.
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Download Confirmation

“our files have been downloaded.

Sorting Files in the Files Uploaded Table:
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If you have several files available for downloading, you can locate files by sorting the columns in the
Files Uploaded table alphabetically. Click on any of the column headings to sort A-Z; click the

column heading again to sort Z-A. By using this sort feature you can easily find all “Spring 2009...°
files, all files posted as of a certain date, or all files of a certain size in KB.

Spring 2009 Files - Sample[Active]

DOWNLOAD CANCEL DOWHNLOAD

L size
[[1 description filename (KB]
Spring 09
0 g’fﬂrgﬂrfm Sample 08spring district 0001 rms reports.pdf 22192
District PDFs
|:| A =zample file  SSLSocketClientWith ClientAuth java 4
0 ’;‘;n"_lm:rﬂle CTB CalculateShipping java 3
[0 SoFTYS*"  1S0FT User Guide Template-Customer.doc 1649
DOWHLOAD CANCEL DOWMNLOAD

Fall 2008 Files - Sample F [Active]

date
available

&

03-19-
2009
12:00 AW

03-18-
2009
12:00 AN

03-19-
2009
12:00 AW

03-18-
2009
12:00 AW

b

Click column heading
to sort files
alphabetically by that
column
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Viewing School Files

Your organizational hierarchy is displayed on the left of your screen. You can “drill down” to view
all files posted by users beneath you on the hierarchy. Since we are currently logged in as a district, a
list of the schools in that district is shown. You can access files for organizations below you in the
hierarchy by clicking on a sub-organization name. A new page will open which contains only the
files that the sub-organization is able to view.

" Seoure file Sharing Secure File Sharing

¥ My Sites Sample Program Account - Primary Organization/Sample District #41
A Sample Program Welcome to Secure File Sharing for the Sample Program Account

Accg = ary

The filez on this page are either POF documents or General Reference Tape (GRT) data files containing
2 € Contents of e

Click individual school
name to access files
for that school

+ Hapoy Valley High (0

Jump to a specific
school b
filename === a\rﬁnle Leep L H y H
TR Bl TEEEE datel B selecting the first
08-31- letter of the school
03-20-
School Sample . 2009
. Schoel Sample File.doc 24 2009 N
File Zo0au 1200 name from the
vl 113 H ”
Alpha jump
Spring 09 03-15- 03-31- d d
Sample Sample 09spring district 0001 rms reports.pdf 22152 2009 290 ropaown
Program 12:00 AM 12:00
District PDFs : AM
03-31-
03-19-
F qu—r USSr |50FT User Guide Template-Customer.doc 1643 2009 ?g-']uuu
uide 1Z00AM 0

DOWMLOAD CAMCEL DOWNLOAD

Fall 2008 Files - Sample F [Active]

You are brought to the school page. You can access school files the same way you accessed district
files, described on page 6. If school users are to access Secure File Sharing directly, they would be
brought immediately to this school home page when they log in.

Again, a “Transferring...” message will be displayed while the download is in process. When
download is complete, you will be brought back to the school page after clicking the ‘OK’ button on
the download confirmation screen.

10
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Sub-organization (School) view:

The McGraw-Hill Companies

% E!Tcnﬁraw-ﬂlll

wvour path: Heme > > My Programs = > Secure File Sharing

* My Home

Logout
* Secure File Sharing = :
» My Sites Sample District #1/Carmel High School
£ sample District #4 Welcome to Secure File Sharing for the Sample Program Account!
The files on thiz page are either PDF documents or General Reference Tape (GRT) data files containing
digtrict-specific program information. If there are questions or concerns regarding the contents of the
files, pleaze contact your CTB Scoring Department reprezentative.
“our files are lizsted below. Please click on the filename to view or download your files. Click the "+”
next to the additional adminiztration names below the table to expand and view additional files.
Files Uploaded | i
School files
Spring 2009 Files - Sample[Active] available for
download
|:| description filename size date available ¥ delete date £ UBL
—— (KB} - - i
ﬁ D School Sample School Sample 24 03-19-2009 12:00 05-31-2009 12:00
File File.doc AM

DOWHNLOAD CANCEL DOWNLOAD

right @ 2008 CTE/McGraw-Hill. Subject to

To navigate back up to the district view, click on the district name on the left side of the screen.

Notice that since you are currently at the school level and there are no sub-organizations below you
in the hierarchy, that there are no sub-orgs listed.

11
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* Secure File Sharing = = 2~
secure e Sha”ng
¥ My Sites Sample Program Account - Primary Organization/Sample District #1
4 Sample Program Welcome to Secure File Sharing for the Sample Program Account
Account - Primary
Organization The files on this page are either POF documents or General Reference Tape (GRT) data files containing
distr ecific program information. If there are questions or concemns regarding the contents of the
.. Bhagabati High School e contact your CTB Scoring Department representative.
¥ (ooos)
v Carmel High School “our files are listed below. Please click on the filename to view or downlead your fileg. Click the ™+
L next to the additional administration names below the table to expand and view additional files.
Files Uploaded
Spring 2009 Files - Sample[Active]
DOWNIOAD
size _S2E  delete URL
~om, available e
[] description filename {KB) i datell L
- e 02-31-
. Santa Cruz Elementary 03-20-
¥ l123es) [ Zcheel SamPle 5opoql sample Fiedoc 24 2009 )
File 12:00 AM 12:00
Alpha jump: Al
Spring 09 03-19- 03-31-
Fage 1 of 2 Frevicus Next Sample = iztri 2010
g L= F Sample 08=spring district 0001 rm= reports pdf 22192 2009 X
Program 1z00an 1200
District PDFs . Al
03-31-
03-18-
O] 'SOFTUSEr  50FT User Guide Template-Customer doc 1649 2009 2010
Guide 5 12:00
12:00 AM
Al
DOWNLOAD
Fall 2008 Files - Sample F [Active]
cGraw-Hill. Subject to . Read our =
A
@:I Applet SFTPApplet started H Local intranet

From your district Secure File Sharing page you can download another district file, click Go to CTB
Home at the bottom left of your screen to go back to the CTB.com home page, or close your
browser to exit your session.

Hierarchy-Based Security

Access to Secure File Sharing is hierarchy-based, and you cannot view files that belong to an
organization that is above you in the hierarchy. This is a security feature of Secure File Sharing. In
the case of a three-level hierarchy, schools are only able to view files at the school level, and districts
can view all school files, plus those made available to them at the district level. State-level users see
their state-level files when they log into Secure File Sharing, and can drill down to also view all
district and all school files. State level files will remain secure and viewable only to other state-level
users (or CTB admin users.)

12
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Frequently Asked Questions (FAQs)

Q: Is any special software required to run Secure File Sharing?

A: When a user logs into Secure File Sharing for the first time, they will be prompted to download
the Java Applet which is required to run the system. The steps for this are outlined above. This is a
one-time download which will be required for all users prior to accessing files with Secure File
Sharing, regardless if they have download rights, upload rights, or both. It will be required even if
you used the previous version of Secure File Sharing.

Q: Who do I contact if I have trouble accessing Secure File Sharing or downloading files?

A: Contact the CTB WESTEST 2 helpdesk with any questions about Secure File Sharing at 800-
282-6259.

Q: My district has a firewall and | am not able to access Secure File Sharing. What do |
do?

A: First, contact the IT support person for your district. If your district has a firewall, your IT
support person will need to open port 12007 and set the IP address to ftp.ctb.com in order
for you to be able to access Secure File Sharing. This is a security feature of the system.

I don’t know if my district has a firewall or not. How do I find out?

Q

A: Contact your district IT support person.

Q: My IT person opened port 12007 and | still can’t access Secure File Sharing. What do
| do now?

A: You may not have the recent version of Java installed on your computer. To check, see the
next FAQ.

Q: It mentions Javain the User Guide. How do | know if | have Java installed on my
computer?

A: You will need Java in order to run Secure File Sharing v.2. To check to see if you have Java
installed, go to (on a PC) Start>Settings>Control Panel. (On Mac: Open
Finder>Applications>Utilities) If you have Java installed, you should see it on your list of
items. If you don't see Java listed, it's safe to assume you don’t have it installed and you will
need to follow the instructions at the end of this document to download it onto your
computer.

| have an older version of Java installed. What version of Java do | need?

Q

A: Version 1.5.0_04 or higher is required to access files on Secure File Sharing.

13
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| downloaded a PDF file to my desktop, but the icon on my desktop does not look
right.

Even if the file icon does not look as you expect, you should still be able to open the file with
the appropriate program. If you downloaded a PDF, open the file with Adobe Acrobat and it

should be viewable on your screen.

| am still having issues. Who should | contact?

If you have confirmed that the correct port is open on your firewall, and that you have the
correct version of Java installed, but are still having trouble accessing files on Secure File
Sharing, please contact the CTB/McGraw-Hill Customer Services helpdesk.

14
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Instructions for downloading Java Runtime Environment (JRE):

You should be prompted to download the most current version of Java the first time you access
Secure File Sharing v.2. There are instructions for doing this in the user guide. Occasionally if

you already have an older version of Java or if your settings are not configured properly, you will
not be able to download files. You may get a Transferring error that looks like this:

Transferring . . .
An error has occured while uploading your file. Please close

your browser and try again, or contact your technical support
representative if the problem persists.

If you are not prompted to update your JRE and are unable to download files, please follow the
instructions below to install an updated version of Java:

1. Go to http://www.java.com/en/download/manual.jsp
2. For PC users, click on the second link: Windows XP/Vista/2000/2003 Offline *

For Mac users, click on the bottom link: Download Java from Apple site (Macintosh OS X)
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