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Content Standards: 

AA.S.1

Students will acquire attitudes, knowledge, and 

skills that contribute to effective learning in 


school and across the lifespan. 

AA.S.9

Students will understand safety and survival skills 

and apply coping strategies. 
Indicators: 
AA.A.6.1.10
Demonstrate effective use of the internet as a 





     research and learning tool.
    AA.PSD.6.9.10  Discern between valid and invalid internet 


     resources.
	GOAL:   Students will discern between valid and invalid Internet resources.


Activity Statements: 
Students will investigate and identify unreliable Internet material through discussion of terminology and sources for “fake” or inaccurate information.  They will analyze suspicious email messages and look for clue to their reliability.
Materials: 
Handout 1 – Unreliable E-Mail Samples (or display electronically)
Teacher Resource 1 – Definitions
Chart paper, white board, or overhead and markers

Procedures:
1. The teacher will begin by asking students to define “unreliable”.  After students provide their ideas, the teacher may ask a student to read the definition from Teacher Resource 1 - Definitions or from a classroom dictionary.  
2. Ask students to discuss how “unreliable” applies to internet and technology. 

3. Ask students to give examples of how unreliable or fake sources might be used through the Internet and electronic sources.  List their ideas on chart paper, white board, or overhead.  
4. (The teacher may assist them by giving a suggestion or two to get them started.  For example, a student may receive an Instant Message from someone who pretends to be someone he/she is not.) 
5. Provide copies of Handout 1 – Unreliable E-Mail Samples for students to review or display it by data projector so that all students may read them.  Beginning with Handout 1 - Unreliable E-Mail Sample 1, have students read silently and look for things that give it away as unreliable.  
6. After a few minutes of silent reading, ask students to point out things they have noticed.  (Note in particular that the e-mails use the addressee’s name even though it is a fake.)  
7. Allow a few minutes for students to read Unreliable E-Mail Sample 2 and continue the discussion about how they can tell it must be a fake.  Note again that, even though it appears obvious, fakes must work in many cases, possibly by catching people off guard. 
8. Next, the teacher explains that unreliable sources are also evident when doing Internet searches.  Ask students if they know of any resources they have “goggled” only to find it is not valid information.  
9. Discuss the use of Wikipedia.  Ask students if they know the source for Wikipedia “facts”.   Point out that Wikipedia changes as people add or change its content.   Remind students that many Internet sources are merely someone else’s opinion and not necessarily facts.
Discussion:  
· Why do we need to be aware of unreliable Internet sources?
· Why do you believe unreliable Internet material exists?

· What should you do if you believe you have been tricked by an unreliable source?

· Will all unreliable Internet sources look the same?

· Are some Internet sources reliable while others are not?  How can you tell?

· Have you found websites that are not what they seemed they would be?
· Have you seen offers for free stuff that appear to be too good to be true?   Are the offers too good to be true?
· How should you handle it when you accidently come across an inappropriate source?

· Why do people believe unreliable sources?

· How can you protect yourself from unreliable sources?
Additional Resources: 

http://www.scambusters.org/

http://www.nationalgeographic.com/xpeditions/lessons/03/g68/hoaxphoto.html

http://www.kn.att.com/wired/21stcent/sitemap.html

http://lookstoogoodtobetrue.com
Extension Activities: 
· Ask students to remember the lesson through the semester and gather appropriate 
materials, such as false Internet sources, newspaper articles about scams, and other unreliable sources they can share with the class.  
·   Other activities as assigned by advisor. 
Developed by:  Dr. Penny Fisher, Director, Putnam County Schools (2009)
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